8x8 International Achieves CSA
Cyber Trust Mark Certification In
Singapore

The certification demonstrates 8x8's robust cybersecurity practices.

CSA Cyber Trust Mark Certification

Awarded by Singapore’s Cyber Security Agency (CSA),
this cybersecurity certification is for enterprises with
more extensive digitalised business operations, serving
as a mark of distinction for organisations that have put
in place good cybersecurity practices and measures that
are commensurate with their cybersecurity risk profile.

8x8 International is proud to be recognized with the
highest tier of the Cyber Trust mark certification for its
robust cybersecurity practices and measures.

Cyber Trust Early Adopter Award

As one of the first companies to obtain the certification,
8x8 International also received the Cyber Trust Early
Adopter Award, demonstrating its cybersecurity
preparedness.
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SAFE Certified

8x8 Communication APIs:
build with security and
compliance in mind

e Tier-1 SMS aggregator with direct
connections to local operators to ensure
messages are delivered with the most stable
connectivity and highest security standards

e Early participant of the IMDA Sender ID
Registration Regime (SSIR), licensed to
deliver messages securely from authorised
businesses only

e Industry-leading security and compliance
with recognised third-party certifications
including SOC 2 Type Il, ISO 27001, HIPAA,
FISMA, FCC and PCI/DSS

e Data is encrypted in-transit and at-rest,
utilizing strong encryption technologies, such
as the Transport Layer Security (TLS) version
1.2, Short Message Peer-to-Peer (SMPP)
protocol via TLS, and the 256-bit AES
algorithm in Galois Counter Mode (AES-GCM)

e Proactive monitoring and vulnerability
management to maintain good security
hygiene

For more information, contact us at hello-cpaas@8x8.com or visit www.8x8.com/products/apis/security.
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